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Abstract

In this paper, we consider a scenario where a source node wishes to broadcast two confidential messages for two respective
receivers, while a wire-tapper also receives the transmitted signal. This model is motivated by wireless communications, where
individual secure messages are broadcast over open media and can be received by any illegitimate receiver. The secrecy level
is measured by the equivocation rate at the eavesdropper. We first study the general (non-degraded) broadcast channel with
confidential messages. We present an inner bound on the secrecy capacity region for this model. The inner bound coding scheme
is based on a combination of random binning, and the Gelfand-Pinsker bining. This scheme matches Marton’s inner bound on the
broadcast channel without confidentiality constraint. We further study the situation in which the channels are degraded. For the
degraded broadcast channel with confidential messages, we present the secrecy capacity region. Our achievable coding scheme
is based on Cover’s superposition scheme and random binning. We refer to this scheme as Secret Superposition Scheme. In this
scheme, we show that randomization in the first layer increases the secrecy rate of the second layer. This capacity region matches
the capacity region of the degraded broadcast channel without security constraint. It also matches the secrecy capacity for the
conventional wire-tap channel. Our converse proof is based on a combination of the converse proof of the conventional degraded
broadcast channel and Csiszar Lemma. We then assume that the channels are Additive White Gaussian Noise (AWGN) and show
that secret superposition scheme with Gaussian codebook is optimal. The converse proof is based on the generalized entropy power
inequality. Finally, we use a broadcast strategy for the slowly fading wire-tap channel when only the eavesdropper’s channel is
fixed and known at the transmitter. We derive the optimum power allocation for the layers which maximizes the total average
rate.

I. INTRODUCTION

The notion of information theoretic secrecy in communication systems was first introduced by Shannon in [1]. The information
theoretic secrecy requires that the received signal of the eavesdropper not provide even a single bit information about the
transmitted messages. Shannon considered a pessimistic situation where both the intended receiver and the eavesdropper have
direct access to the transmitted signal (which is called ciphertext). Under these circumstances, he proved a negative result
showing that perfect secrecy can be achieved only when the entropy of the secret key is greater than, or equal to the entropy
of the message. In modern cryptography, all practical cryptosystems are based on Shannnon’s pessimistic assumption. Due to
practical constraints, secret keys are much shorter than messages. Therefore, these practical cryptosystems are theoretically
susceptible of breaking by attackers. The goal of designing such practical ciphers, however, is to guarantee that no efficient
algorithm exists for breaking them.

Wyner in [2] showed that the above negative result is a consequence of Shannon’s restrictive assumption that the adversary
has access to precisely the same information as the legitimate receiver. Wyner considered a scenario in which a wire-tapper
receives the transmitted signal over a degraded channel with respect to the legitimate receiver’s channel. He further assumed
that the wire-tapper has no computational limitations and knows the codebook used by the transmitter. He measured the
level of ignorance at the eavesdropper by its equivocation and characterized the capacity-equivocation region. Interestingly, a
non-negative perfect secrecy capacity is always achievable for this scenario.

The secrecy capacity for the Gaussian wire-tap channel is characterized by Leung-Yan-Cheong in [3]. Wyner’s work is
then extended to the general (non-degraded) broadcast channel with confidential messages by Csiszar and Korner [4]. They
considered transmitting confidential information to the legitimate receiver while transmitting common information to both
the legitimate receiver and the wire-tapper. They established a capacity-equivocation region of this channel. The BCC has
recently been further studied in [5]-[7], where the source node transmits a common message for both receivers, along with
two additional confidential messages for two respective receivers. Here,the confidentiality of each message is measured with
respect to the other user, and there is no external eavesdropper.

The fading wire-tap channel is investigated in [8] where the source-to destination channel and the source-to-eavesdropper
channel are corrupted by multiplicative fading gain coefficients, in addition to additive white Gaussian noise terms. In this
work, channels are fast fading and the channel state information of the legitimate receiver is available at the transmitter. The
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perfect secrecy capacity is derived for two different scenarios regarding the availability of the eavesdropper’s CSI. Moreover,
the optimal power control policy is obtained for the different scenarios. The effect of the slowly fading channel on the secrecy
capacity of a conventional wire-tap channel was studied in [9], [10]. In these works, it is assumed that the fading is quasi-static
and the transmitter does not know the fading gains. The outage probability, which is the probability that the main channel is
stronger than the eavesdropper’s channel, is defined in these works. In an outage strategy, the transmission rate is fixed and
the information is detected when the instantaneous main channel is stronger than the instantaneous eavesdropper’s channel;
otherwise, either nothing is decoded at the legitimate receiver, or the information is leaked to the eavesdropper. The term
outage capacity refers to the maximum achievable average rate. In [11], a broadcast strategy for the slowly fading Gaussian
point to point channel is introduced. In this strategy, the transmitter uses a layered coding scheme and the receiver is viewed
as a continuum of ordered users.

In [12], the wire-tap channel is extended to the parallel broadcast channels and the fading channels with multiple receivers.
Here, the secrecy constraint is a perfect equivocation for each of the messages, even if all the other messages are revealed to
the eavesdropper. The secrecy sum capacity for a reverse broadcast channel is derived subject to this restrictive assumption.
The notion of the wire-tap channel is also extended to multiple access channels [13]-[16], relay channels [17]-[20], parallel
channels [21] and MIMO channels [22]-[27]. Some other related works on the communication of confidential messages can
be found in [28]-[32].

In this paper, we consider a scenario where a source node wishes to broadcast two confidential messages for two respective
receivers, while a wire-tapper also receives the transmitted signal. This model is motivated by wireless communications, where
individual secure messages are broadcast over shared media and can be received by any illegitimate receiver. In fact, we simplify
the restrictive constraint imposed in [12] and assume that the eavesdropper does not have access to the other messages. We
first study the general broadcast channel with confidential messages. We present an achievable rate region for this channel. Our
achievable coding scheme is based on a combination of random binning and the Gelfand-Pinsker bining [33]. This scheme
matches Marton’s inner bound [34] on the broadcast channel without confidentiality constraint. We further study the situation
wherein the channels are physically degraded and characterize the secrecy capacity region. Our achievable coding scheme
is based on Cover’s superposition coding [35] and the random binning. We refer to this scheme as the Secret Superposition
Coding. This capacity region matches the capacity region of the degraded broadcast channel without anys security constraint. It
also matches the secrecy capacity of the wire-tap channel. We also characterize the secrecy capacity region when the channels
are additive white Gaussian noise. We show that the secret superposition of Gaussian codebooks is the optimal choice. Based
on the rate characterization of the secure broadcast channel, we then use broadcast strategy for the slow fading wire-tap channel
when only the eavesdropper’s channel is fixed and known at the transmitter. In broadcast strategy, a source node sends secure
layers of coding and the receiver is viewed as a continuum of ordered users. We derive optimum power allocation for the
layers which maximizes the total average rate.

The rest of the paper is organized as follows: in section II we introduce the system model. In section III we provide an
inner bound on the secrecy capacity region when the channels are not degraded. In section IV we specialize our channel to the
degraded ones and establish the secrecy capacity region. In section V we derive the secrecy capacity region when the channels
are AWGN. Based on the secrecy capacity region of the AWGN channel, in section VI we use a broadcast strategy for the
slow fading wire-tap channel when the transmitter only knows the eavesdropper’s channel. Section VII concludes the paper.

II. PRELIMINARIES

In this paper, random variables are denoted by capital letters (e.g. X) and their realizations are denoted by corresponding
lower case letters (e.g. x). The finite alphabet of a random variable is denoted by a script letter (e.g. X)) and its probability
distribution is denoted by P(x). The vectors will be written as ™ = (x1, 22, ..., Z,), Where subscripted letters denote the
components and superscripted letters denote the vector. Bold capital letters represent matrices (e.g. A). The notation z'~!
denotes the vector (x1, 3, ...,2;—1) and the notation 7' denotes the vector (i, Tit1, ..., Tn). A similar notation will be used
for random variables and random vectors.

Consider a Broadcast Channel with Confidential Messages (BCCM) as depicted in Fig. 4. In this confidential setting, the
transmitter wishes to send two independent messages (11, Wa) to the respective receivers in n uses of the channel and prevent
the eavesdropper from having any information about the messages. A discrete memoryless broadcast channel with confidential
messages is represented by (X', P, V1, Vs, Z) where, X is the finite input alphabet set, V1, V> and Z are three finite output
alphabet sets, and P is the channel transition probability P(y1,y2, z|). The input of the channel is ™ € X™ and the outputs
are y7 € Vi, y5 € V3, and 2" € Z™ for Receiver 1, Receiver 2, and the eavesdropper, respectively. The channel is discrete

memoryless in the sense that
n

P(yt,yz,z"[z") = Hp(yl,iayQ,iazi|xi)~ ey
i=1

A ((27F1 2nF2) n) code for a broadcast channel with confidential messages consists of a stochastic encoder
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Fig. 1. Broadcast Channel with Confidential Messages
and two decoders,
g1V — {1,227} 3)
and
g92: Y5 — {1,2,...,2" ) )

The average probability of error is defined as the probability that the decoded messages are not equal to the transmitted
messages; that is,

P = P(gi(Y") # Wi U ga(Y3") # Wa). (&)
The knowledge that the eavesdropper gets about W; and W5 from its received signal Z" is measured by
I(Z", W) = H(W1) — H(WA|Z"™), (6)
I(Z",W3) = H(W2) — H(W2|Z"™), (7
and
I(Z", (Wi, Wa)) = H(W1, Wa) — H(Wy, Wa|Z™). ®)

Perfect secrecy revolves around the idea that the eavesdropper cannot get even a single bit information about the transmitted
messages. Perfect secrecy thus requires that

I(Zn,Wl) =0« H(Wl) = H(W1|Zn),
I(Zn, Wg) =0< H(Wg) = H(W2|Zn),

and
I(Zn, (Wl, Wg)) =0« H(Wl, Wg) = H(Wl, WQlZn)

The secrecy levels of confidential messages W; and W5 are measured at the eavesdropper in terms of equivocation rates which
are defined as follows.

Definition 1 The equivocation rates R.1, R.o and R.12 for the Broadcast channel with confidential messages are:

1
R.1 = gH(WﬂZ"),
1
Reo = gH(W2|Z"),
1
Reio = EH(Wl,Wz\Zn)-

The perfect secrecy rates R; and Ry are the amount of information that can be sent to the legitimate receivers in a reliable
and confidential manner.

Definition 2 A secrecy rate pair (R1, Rg) is said to be achievable if for any ¢ > 0,e1 > 0,e2 > 0,e35 > 0, there exists a
sequence of ((2"f1 2nF2) n) codes, such that for sufficiently large n, we have:

PM< e, ©)
Re1> Ry — e, (10)
Rea> Ry — €g, (11

Rei2> Ry + Ry — e3. (12)
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Fig. 2. The Stochastic Encoder

In the above definition, the first condition concerns the reliability, while the other conditions guarantee perfect secrecy for each
individual message and both messages as well. The capacity region is defined as follows.

Definition 3 The capacity region of the broadcast channel with confidential messages is the closure of the set of all achievable
rate pairs (R, Ry).

III. ACHIEVABLE RATES FOR GENERAL BCCM

In this section, we consider the general broadcast channel with confidential messages and present an achievable rate region.
Our achievable coding scheme is based on a combination of the random binning and Gelfand-Pinsker bining schemes [33].
The following theorem illustrates the achievable rate region for this channel.

Theorem 1 Ler R; denote the union of all non-negative rate pairs (R, Rs) satisfying

Ri<I(Vi;Yh) —1I(V1; Z),
Ro< I(Va;Y2) — I(Va; Z),
Ry + Ro< I(V1; Y1) + I(Va; Ya) — I(V1, Vs Z) — I(V1; V),

over all joint distributions P(v1,v2)P(x|v1,v2)P(y1, ye, 2|x). Any rate pair (R, Ra) € Ry is then achievable for the broadcast
channel with confidential messages.

Remark 1 If we remove the secrecy constraints by removing the eavesdropper, then the above rate region becomes Marton’s
achievable region for the general broadcast channel.

Remark 2 If we remove one of the users, e.g. user 2, then we get Csiszar and Korner’s secrecy capacity for the other user.

Proof:

1) Codebook Generation: The structure of the encoder is depicted in Fig.2. Fix P(v1), P(v2) and P(x|vq, v2). The stochastic
encoder generates 2(/(V1:Y1)=¢) independent and identically distributed sequences v} according to the distribution P(v}) =
[T, P(v1,). Next, randomly distribute these sequences into 2"/t bins such that each bin contains 2"(/(V1i%)=¢) codewords.
Similarly, it generates 2"/ (V2:Y2)=¢) independent and identically distributed sequences v} according to the distribution P(v}) =
17, P(v2,;). Randomly distribute these sequences into 2"/ bins such that each bin contains 2"(/(V2:4)=¢) codewords. Index
each of the above bins by w; € {1,2,...,2"%1} and w, € {1,2, ..., 2772} respectively.

2) Encoding: To send messages w; and ws, the transmitter looks for v} in bin w; of the first bin set and looks for v4 in bin
wy of the second bin set, such that (v}, v}) € Agn)(PVh%) where A (Py; v, ) denotes the set of jointly typical sequences v}’
and v} with respect to P(v1, va). The rates are such that there exist more than one joint typical pair. The transmitter randomly
chooses one of them and then generates z" according to P(z"|v}', v}) = [, P(z;|v1,i,v2;). This scheme is equivalent to
the scenario in which each bin is divided into subbins and the transmitter randomly chooses one of the subbins of bin w; and
one of the subbins of bin ws. It then looks for a joint typical sequence (v}, v%) in the corresponding subbins and generates

xn



3) Decoding: The received signals at the legitimate receivers, y7* and y%, are the outputs of the channels P(yj|z™) =
[T, P(y1,|z:) and P(y3|z™) =[]}, P(yz2,|x;), respectively. The first receiver looks for the unique sequence v} such that
(v, y}) is jointly typical and declares the index of the bin containing v}" as the message received. The second receiver uses
the same method to extract the message wo.

4) Error Probability Analysis: Since the region of (9) is a subset of Marton’s region, then the error probability analysis is
the same as [34].

5) Equivocation Calculation: The proof of secrecy requirement for each individual message (10) and (11) is straightforward
and may therefore be omitted.

To prove the requirement of (12) from H (W, W3|Z™), we have

nReio = H(Wy,Wo|Z")

= HWy, Wy, Z")— H(Z")

= H(W W23V1 7‘/2 aZn) (‘/1n7v2n|W15W27Zn) _H(Zn)
= H<W Wa, Vl 7V2 ) + H<ZH|W15 W27Vln’ V2n> - H(Vln’V2n‘W15 W2vzn) - H(Zn)
(@)

> HWy, Wy, V' V) + H(Z" Wy, Wa, VI*, V3') — ne,, — H(Z™)
O Hwy, W, V1 V) + H(ZP VP, V) — nen — H(Z™)

()

> HWV" V3" + H(Z"|V{",V3") — ne,, — H(Z")

= HW")+HWVy") -1V, V") = I(V{", V3" Z7) — ne,

(d)

> IV YY)+ I(Ves Yy') — IV Ve') — IV, Vo' Z7) — mey,
> nRi+nRz — ney,

where (a) follows from Fano’s inequality, which states that for sufficiently large n, H(V{*, V3" |Wq, W, Z™) < h(qufé))
+nPl R, < ne,. Here P!, denotes the wiretapper’s error probability of decoding (v}, v%) in the case that the bin numbers
w1 and wy are known to the eavesdropper and R,, = [(V1; Z)+1(Va; Z) < I(V1, Va; Z)+1(V7; Va). Since the sum rate is small
enough, then P, — 0 for sufficiently large n. (b) follows from the following Markov chain: (Wy, Wy) — (V{*,V3") — Z™.
Hence, we have H (Z"|Wq, Wa, V", VJ*) = H(Z™|V]*, V3*). (c) follows from the fact that H (W1, Wy, V*, V3*) > H(V{™, V).
(d) follows from that fact that H(Vy*) > I(V;"; Y{") and H(V5") > I(V; Y3).

|

IV. THE CAPACITY REGION OF THE DEGRADED BCCM

In this section, we consider the degraded broadcast channel with confidential messages and establish its secrecy capacity
region.

Definition 4 A broadcast channel with confidential messages is said to be physically degraded, if X — Y1 — Yo — Z forms
a Markov chain. In other words, we have

P(y1,y2, z|lz) = P(y1]|z) P(y2|y1) P(z|y2).

Definition 5 A broadcast channel with confidential messages is said to be stochastically degraded if its conditional marginal
distributions are the same as that of a physically degraded broadcast channel, i.e., if there exist two distributions P (ys2|y1)
and P (zlya), such that

P(ya|z)= ZP yil2) P (y2ly1),

ZP (y2|2) P’ (2]y2).

Lemma 1 The secrecy capacity region of a broadcast channel with confidential messages depends only on the conditional
marginal distributions P(y1|x), P(yz|z) and P(z|z).

Proof: Tt suffices to show that the error probability P\™ and the equivocations H (Wh|Z™), HW3|Z"™) and H(Wy, W5|Z™)
are only functions of marginal distributions when we use the same codebook and encoding schemes. Note that

max{P}, Py} < P < P 4 P,



X" @ 1
1 u e 2
2
2n[(’1
QnRz

Fig. 3. Secret Superposition structure

Hence, P\" is small if and only if both Pe(ﬁ) and Pe(z) are small. On the other hand, for a given codebook and encoding

scheme, the decoding error probabilities Pe(ﬁ) and Pe(g) and the equivocation rates depend only on marginal channel probability
densities Py, |x, Py,|x and Pz x. Thus, the same code and encoding scheme gives the same Pé") and equivocation rates. W
In the following theorem, we fully characterize the capacity region of the physically degraded broadcast channel with

confidential messages.

Theorem 2 The capacity region for transmitting independent secret information over the degraded broadcast channel is the
convex hull of the closure of all (Ry, Re) satisfying

Ri<I(Xsn|U)+ I(U; 2) — 1(X; Z), (13)
Ro< I(U3Y2) — I(U; Z), (14)

for some joint distribution P(u)P(z|u)P(y1,y2, z|2).

Remark 3 If we remove the secrecy constraints by removing the eavesdropper, then the above theorem becomes the capacity
region of the degraded broadcast channel.

The coding scheme is based on Cover’s superposition coding and random bining. We refer to this scheme as the Secure
Superposition Coding scheme. The available resources at the encoder are used for two purposes: to confuse the eavesdropper
so that perfect secrecy can be achieved for both layers, and to transmit the messages into the main channels. To satisfy
confidentiality, the randomization used in the first layer is fully exploited in the second layer. This makes an increase of
I(U; Z) in the bound of R;.

Proof:

Achievablity: The formal proof of the achievablity is as follows:

1) Codebook Generation: The structure of the encoder is depicted in Fig.7. Let us fix P(u) and P(z|u). We generate
2n(I(UsY2)=¢) independent and identically distributed sequences u™ according to the distribution P(u™) = [T, P(u;). Next,
we randomly distribute these sequences into 2”72 bins such that each bin contains 2*(/(Ui2)=€) codewords. We index each
of the above bins by wy € {1,2,...,2"%2}. For each codeword of u", we also generate 2"(/(X:¥11U)=€) jndependent and
identically distributed sequences z" according to the distribution P(z"|u") = []}_, P(z;|u;). We randomly distribute these
sequences into 2™ bins such that each bin contains 2"/(X:Z2)=I1(U;Z)=€) codewords. We index each of the above bins by
wy € {1,2,...,2nf ),

2) Encoding: To send messages w; and ws, the transmitter randomly chooses one of the codewords in bin ws, say u”. Then
given ', the transmitter randomly chooses one of =™ in bin w; of the second layer and sends it.

3) Decoding: The received signal at the legitimate receivers, y}* and y%, are the outputs of the channels P(y}|z") =
IT2, P(yi,i|xi) and P(y5|a™) = [T, P(y2,:|z:), respectively. Receiver 2 determines the unique u™ such that (u™,y%) are
jointly typical, and declares the index of the bin containing u” as the message received. If there is none of such messages or
more than of one such, an error is declared. Receiver 1 looks for the unique (u™,x™) such that (u™, 2™, y}") are jointly typical
and declares the indices of the bins containing u” and x” as the messages received. If there is none of such or more than of
one such, an error is declared.

4) Error Probability Analysis: Since each rate pair of (13) is in the capacity region of the degraded broadcast channel without
confidentiality constraint, then it can be readily shown that the error probability is arbitrarily small, c.f. [35].



5) Equivocation Calculation: To prove the secrecy requirement of (10), we have
nR.y = HWL|Z™)
H(Wh|Z™,U")
= HWH,Z"U™) — H(Z"|U™)
(
(

v

= HWh, X", Z"\U")—H(Z"|U") — H(X"|Wy,Z",U"™)

—~
S]
N

H(Wy, X"|U™) + H(Z"W1,U", X™) — H(Z"|U™) — nen

(b

> HX™U™)+H(Z"X"™)— H(Z™|U") — ne,
@

> (XYM UM +IU™Z™) —1(X™Z™) — ney,

nRi — ney,

where (a) follows from Fano’s inequality, which states that H (X" |W1, 2", U™) < h(P&L?) +nP2_ R, < ne, for sufficiently
large n. Here P, denotes the wiretapper’s error probability of decoding =™ given that the bin number and the codeword u™ are
known to the eavesdropper and R,, = I(X; Z)—1(U; Z). Since the rate Ry, is less than I(X; Z), then P, — 0 for sufficiently
large n. (b) follows from the fact that (Wy,U™) — X™ — Z" forms a Markov chain. Thus, we have H(Z"|W,U", X") =
H(Z"|X™). (c) follows from two identities: H (X"|U™) > I(X™ Y{"|U") and H(Z"|X") — H(Z"U™) = [(U"; Z") —
I(X™; Z™). Similarly, we can prove (11). Thus, we only need to prove (12).

nReiz = H(Wi, Ws|Z")
H(Wy, Wy, Z"™) — H(Z")
HWy,Wo, U™, X", Z") — HU"™, X" |W1, W, 2Z") — H(Z™)
H(Wy,Wo, U™, X")+ H(Z"|W1, W, U™, X™) — HU" Wy, Wo, Z") — H(X" W1, W5, Z™" U™ — H(Z™)

—
S]
N

S H(Wy, Wa, U™, X™) + H(Z" Wi, Wa, U™, X"™) — nen — H(Z")
O HWL, W, U, XY+ H(Z|U™, X™) — ne, — H(Z")

©

> HU",X™) + H(Z'U", X"™) — ne, — H(Z")

HU™) 4+ HX™U™) —I(U", X", Z") — ney,
U™ YY)+ I(X™YMU™) = I(X™ Z™) — I(U™ 27| X™) — ney,
> nRi+nRy — ne,,

—~
Sy
=

wel

h(PI(UZ)Q) + nPl oRy2 < ne,/2 for sufficiently large n. Here P?., and P!, denotes the wiretapper’s error probability
of decoding u™ and z" in the case that the bin numbers w; and wsy are known to the eavesdropper, respectively. The
eavesdropper first looks for the unique u™ in bin wy of the first layer, such that it is jointly typical with z". As the number
of candidate codewords is small enough, the probability of error is arbitrarily small for a sufficiently large n. Next, given
u”, the eavesdropper looks for the unique z” in the bin w; which is jointly typical with z”. Similarly, since the number
of available candidates is small enough, then the probability of error decoding is arbitrarily small. (b) follows from the fact
that (Wy,Ws) — U™ — X™ — Z" forms a Markov chain. Therefore, we have I(Wy, Wy; Z™|U™, X™) = 0, where it is
implied that H(Z"|Wy, Wo, U™, X™) = H(Z™|U", X™). (c) follows from the fact that H(Wy, Wy, U™, X") > H(U™, X").
(d) follows from that fact that H(U™) = I(U™;Y3") and H(X™U™) = I(X™; Y{*|U™). This completes the achievablity proof
of (13) and (14).

Converse: The transmitter sends two independent secret messages W, and W5 to Receiver 1 and Receiver 2, respectively. Let
us define U; = (Wa, Y{~1). The following Lemma bounds the secrecy rates for a general case of (W, Wy) — X" — Y*Y* Z™:

where (a) follows from Fano’s inequality that H (U™ |W;, Wa, Z™) < h(P(n) )+nPl Ry < nep/2and H(X"|\Wq, Wo, Z™,U"™) <

Lemma 2 For the broadcast channel with confidential messages, the perfect secrecy rates are bounded as follows,
n
TlR1§ Z I(Wl, Y17;|W2, Zi, Yli_l, ZiJrl) + 77,51 + nes,
i=1

nR2§ ZI(WQ;}/QZ‘|ZZ',Y;_17ZZ.+1) + n51 + NeéEa.
i=1



Proof: We need to prove the second bound. The first bound can similarly be proven. nRy is bounded as follows:

(a)
nR2 < H(WQlZ”) + nes
(b)
< H(WQ|Z”) —H(W2|Y2n) + ndy + nes

I(Wo;Yy') — I(W2; Z™) + néy + neg

where (a) follows from the secrecy constraint that H(W5|Z™) > H(W3) — neg. (b) follows from Fano’s inequality that
H(Ws|Y3") < ndy. Next, we expand [(Ws;Y3") and I(Wa; Z™) as follows.

> I(Wa; YY)

i=1

I(W2§Y2n>

= D I(We, 27N Ya, Y3 ) = T2 Yas | W, V3 )

=1
= D I(Wa Yail V3 ZHY) + I(Z7 Y| Yy h) = 1(Z7H Y| Wi, Y3 )

i=1
= D I(WaYail V37 ZH) + Ay — Ay,
=1
where, Ay = S I(ZH1: Yo | Vi) and Ag = S0 I(ZH1; Yo | W, Y5~ 1). Similarly, we have,
I(Wy; 27) = > I(Was Zi|Z'H)
i=1

- ZI(W%YZ"*I;Z,»IZNA) _ I(Y;*I;ZJWQ,Z”I)
i=1

= D I(Wa Zi|Y; 7 2 + 1Y 2| 2 — 1(Y3 7Y 25| W, Z7HY)
i=1
= > I(Wai Zi|Y3 ™' 271 + AT = A3,
i=1
where, AT = S0 (Y34 Z,| ZY) and Ay = S0, I(Y3™Y; Zi|Wa, Zi+1). According to Lemma 7 of [4], A, = A} and
Ay = Aj. Thus, we have,

n
D I(Was Yo Y37, 27 — I(Wa; Z3|Y3 ™, Z7) 4 néy + ney

nly <
=1
= > HWa|Zy, Y3 ' 2" — H(WalYy:, Y31, Z'H) + ndy + neg
=1
(@) & . ~. ) ~.
< Y HWL|Z, Y3 ' 2 — HWaYa:, Zi, Y31 Z7FY) + 0y + ne
=1

= I(Wa;Yail Zi, Y31 ZH) + ndy + ne,

i=1

where (a) follows from the fact that conditioning always decreases the entropy. |



Now according to the above Lemma, the secrecy rates are bound as follows:

TLRl < ZI(Wl;Y17i|W2,Zi,Y1i_1,Zi+1) +7’L(§1 +TL€3
i=1
— ZI(Wl;YLi|U¢,Zi,Zi+1) +n51 +TL€3
=1
> I(XiY14Us, Zi, Z7F1) + ndy + nes
=1
n . . .
= Y I(Xi Y0, Ui, Zil 2 = I(X55 Zi| Z27) — I(X3; Ui\ Zi, Z7) + néy + nes
=1
= N X Y1lUs, 27 + (X3 Ui 277 = 1(X33 2,1 27) = 1(X33 Ui Zi, Z7FY) + ndy + nes
i=1

= ZI(XZ‘;}/LAUZ‘,Z’H_I) - I(X“Zzlgﬁ_l) + I(Zz, Ui|2i+1) - I(Zz, UilXia ZH_l) + 7151 + nes

i=1

S I(Xi YU, 271 = (X33 Zi| 271 + 1(Z3; Ui ZPHY) + by + nes,
=1

where (a) follows from the Lemma (2). (b) follows from the data processing theorem. (c) follows from the chain rule. (d)

follows from the fact that I(X;;Y1,;,U;, Z; \Z”l) =I1(X;U; |Z1+1)—|—I(XZ, Y1.4\Us, Z”l)—l—I(Xl, Zi|Y1 4, U, Z’“) and from

the fact that Z*+1U; — X; — Y1 ; — Ya,; — Z; forms a Markov chain, which means that I(Xi; Zi| Y14 U;, Z1) = 0. (e)

follows from the fact that I(X;; U;|Zi+) — (X33 Us| Zy, ZHY) = 1(Z3; Ui | Z7Y) — I(Z3; Ui | Xy, Z41Y). (f) follows from the

fact that Z*+'U; — X; — Z; forms a Markov chain. Thus, I(ZZ7 U; Z1| X;) = 0 which implies that I(Z;; U;| X;, Zi+1) = 0.
For the second receiver, we have

nRy < ZI(WQ;}/YQ’Z'|}/2’i717Zi7Zi+1) + nds + ney
=1

= ZH(}/QJ‘YYQiila Zi, ZHY) = H(Yai|Wa, Y3, 2, 2" + nda + ney
i=1

> H(YoulZi, Z7Y) — H(Yau|Wo, Yy~ Y37, Zi, Z771) + ndy + ney

i=1

(C) ZH()/QJ‘Z“ Zi+1) — H(Y27i|Ui, Zi7 ZiJrl) + 7’L52 + neq

i=1

Z 1(1/277,, Ui|Zi7 ZiJrl) —+ TLKSQ + neq
i=1
= > IV Uil Z7) + 1(Ya; ZilUs, Z7FY) = I(You3 Zi| Z7H) + mda + ney
i=1
= Y IV Uil 2 = 1(Z; Ui Z277) + 1(Z3; Ui Ya, Z7F1) + ndy + ney
i=1
D ST I(Ye: Uil 27 = I(Z3 Ui Z7Y) + s + e,
i=1
where (a) follows frqm the lemma (2). (b) follows from the fact that conditioning always decreases the entropy. (c) follows
from the fact that YQZ* — VVQZ’“YZ LN Ya; — Z; forms a Markov chain. (d) follows from the fact that 27y, —
Y5, — Z; forms a Markov chain. Thus I(Z;; U; Z1Yy;) = 0 which implies that I(Z;; U;|Ya;, Z7+1) = 0. Now, following
[35], let us define the time sharing random variable ) which is uniformly distributed over {1,2,...,n} and independent of
(W, Wa, X", Y™, Y5"). Let us define U = Ug, V = (291, Q), X = Xo, Yi=Y19, Ya=Yaq, Z = Zg, then R; and
R5 can be written as
Ry I(XYA[U, V) + I(U; ZIV) — I(X; Z|V), (1)
Ro< I(U; Ya|V) = I(U; Z|V). (16)
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Since conditional mutual information are average of unconditional ones, the largest region is achieved when V is a constant.
This proves the converse part. u

Remark 4 As Lemma 2 bounds the secrecy rates for the general broadcast channel with confidential messages then, Theorem
2 is true when only the legitimate receivers are degraded.

V. CAPACITY REGION OF GAUSSIAN BCCM

In this section, we consider the Gaussian Broadcast Channel with Confidential Messages (G-BCCM). Note that optimizing
(13) and (14) for AWGN channels involves solving a nonconvex functional. Usually nontrivial techniques and strong inequalities
are used to solve the optimization problems of this type. In [3], Leung-Yan-Cheong successfully evaluated the capacity
expression of the wire-tap channel by using the entropy power inequality. Alternatively, it can also be evaluated using a
classical result from the Estimation Theory and the relationship between mutual information and minimum mean-squared error
estimation. On the other hand, the entropy power inequality is sufficient to establish the converse proof of a Gaussian broadcast
channel without secrecy constraint. Unfortunately, the traditional entropy power inequality does not extend to the secure multi-
user case. Here, by using the generalized version of the entropy power inequality, we show that secret superposition coding
with Gaussian codebook is optimal.

Fig.4 shows the channel model. At time ¢ the received signals are Yi; = X; + Ny;, Yo, = X; + Ny; and Z; = X; + Ng,,
where Nj; is Gaussian random variable with zero mean and Var(Nj;) = O'JQ» for j = 1,2,3. Here 07 < 05 < 03. Assume
that the transmitted power is limited to F[X?] < P. Since the channels are degraded, the received signals can alternatively be
written as Yy; = X; + Ny;, Yo, = Y3, +Néi and Z; = Yo, +N:;i, where Ny;’s are i.i.d N(0,0%), Néi’s are i.i.d N'(0,03 —0?),
and N:;i’s are i.i.d N'(0,0% — 02). Fig. 5 shows the equivalent channels for the G-BCCM. The following theorem illustrates
the secrecy capacity region of G-BCCM.

Theorem 3 The secrecy capacity region of the G-BCCM is given by the set of rates pairs (Ry, Ro) satisfying

Ri<C (C“;> ¢ (Of) , a7)
oF) o3
(1-a)P (1-a)P

fos € (aP—i-a) ¢ (M,> ' (1%

for some o € [0, 1].

Proof:
Achievability: Let U ~ N(0,(1 — a)P) and X ~ N(0,P) be independent and X = U + X ~ N(0, P). Now consider
the following secure superposition coding scheme:



1) Codebook Generation: Generate 2"/(UY2) jid Gaussian codewords u” with average power (1 — a)P and randomly
distrib/ute these codewords into 2" bins. Then index each bin by ws € {1,2,...,2"2}, Generate an independent set of
onl(X Y1) i.i.d Gaussian codewords 2™ with average power aP. Then, randomly distribute them into 2" bins. Index each
bin by wy € {1,2,...,2"%1}

2) Encoding: To send messages w; and ws, the transmitter randomly chooses one of the codewords in bin ws, (say u™) and
one of the codewords in bin w; (say zn ). The transmitter then simply transmits x" = u” + zm.

3) Decoding: The received signal at the legitimate receivers are yi' and y3 respectively. Receiver 2 determines the unique
u™ such that (u™,y%) are jointly typical and declares the index of the bin containing u™ as the message received. If there is
none of such or more than of one such, an error is declared. Receiver 1 uses the successive cancelation method; it first decodes
u™ and subtracts it from y7' and then looks for the unique 2™ such that (:c/", Yy — u™) are jointly typical and declares the
index of the bin containing 2™ as the message received.

It can be shown that if R; and R, satisfy (17) and (18), the error probability analysis and equivocation calculation is
straightforward and may therefore be omitted.

Converse: According to the previous section, Ry is bound as follows:

nRy < I(Y3U"|Z") = MY5'|Z2") — h(Y3'|U™, Z7), (19)
where h is the differential entropy. The classical entropy power inequality states that:
ZROYENG") > 92h(Y]) 4 9Zh(Ng")
Therefore, h(Y3*|Z™) may be written as follows:
hYS'Z") = WZ"Y5") + h(Y3") — h(Z")
= glog 2me(os — 03)
< %log 2me(os — 03)
On the other hand, for any fixed a € R, the function
Ft,a) =t — glog(Q%t +a)

is concave in ¢ and has a global maximum at the maximum value of ¢. Thus, h(Y3"|Z™) is maximized when Y3* (or equivalently
X™) has Gaussian distribution. Hence,

hY3Z™) < glog 2re(0s — 02) + glog 2me(P 4 02) — glog 21e(P + 03)

n (2776(032, —as)(P+o%)> (20)

=
9% P+ o2

Now consider the term h(Y3'|U™, Z™). This term is lower bounded with h(Y5'|U™, X™, Z™) = % log 2me(o3) which is greater

n 02(02_‘72)
than % log 27re(%). Hence,
2 2 2
2 log one( 2\ 2)y < i, 20) < n(v|zm). 1)
03
Inequalities (20) and (21) imply that there exists an « € [0, 1] such that
n 2me(03 — 03)(aP + 03)

h(YHU™, Z™) = =1 . 22
(2|U7 ) 20g< OéP—‘rO’% ( )

Substituting (22) and (20) into (19) yields the desired bound
nky < h(Y7'|Z")—h(Y5'|U™, Z")
)

n.((P+od)(aP+a3
= 21°g<(P+a§)(aP+og)>
_ (1-a)P (1-a)P
= nC(aP+a§>_nC(aP+a§>' (23)

Note that the left hand side of (22), can be written as h(Y3*, Z"|U™) — h(Z™|U™) which implies that

n aP + o3
R(YF|U™) — h(Z"|U™) = = log <> . (24)
2 2 aP + o2
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Since 0} < 03 < 03, there exists a 0 < 3 < 1 such that 05 = 307 + (1 — )03 or equivalently Y3* = BY* + (1 — 3)Z™.
According to the entropy power inequality and the fact that h(aX™) = h(X™) + log(a™), we have

© g (20T 4 (1 g
2
n aP + o3
< -1 —= . 25
_2Og<aP+a§) (25)
After some manipulation on (25), we have

h(Y\"[U™) = h(Z™|U™)

2 _ 2
< Elog (aP+a2+(5 1)2(aP+a3)>
2 B(aP + 03)
_n aP +o?
218 (aP+a§> | 20

The rate R; is bounded as follows
nRi < (XM YU~ I(X" 2" + I(U™; 27) @7)
= h(Y"|U") = h(YP"| X", U") + h(Z"|X™) — h(Z"[U™)

= BT — B2 U + S log(ZD)
o7

(2) n g(aP—i—a%U%)

= 2 © aP + o3 ;f
P P
- () ()
o3 o3
where (a) follows from (26). u

Fig. 6 shows the capacity region of a degraded Gaussian broadcast channel with and without secrecy constraint. In this figure
P =20, Ny =0.9, Ny =1.5 and N3 = 4.

VI. A MULTILEVEL CODING APPROACH TO THE SLOWLY FADING WIRE-TAP CHANNEL

In this section, we use the secure degraded broadcast channel from the previous section to develop a new broadcast strategy
for a slow fading wire-tap channel. This strategy aims to maximize the average achievable rate where main channel state
information is not available at the transmitter. By assuming that there are infinite number of ordered receivers which are
related to different channel realizations, we propose a secret multilevel coding that maximizes the objection. First, some
preliminaries and definitions are given, and then the multilevel coding approach is described. Here, we follow the steps of the
broadcast strategy for the slowly fading point-to-point channel of [11].
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A. Channel Model

Consider a wire-tap channel as depicted in Fig.7. The transmitter wishes to communicate with the destination in the presence
of an eavesdropper. At time ¢, the signal received by the destination and the eavesdropper are given as follows

Y = hyuX; + Ny; (28)
Z; = hpX; + N

where X; is the transmitted symbol and h,;, hp are the fading coefficients from the source to the legitimate receiver and
the eavesdropper, respectively. The fading power gains of the main and eavesdropper channels are denoted by s = |hys|? and
s = | E|2 respectively. N1;, No; are the additive noise samples, which are Gaussian i.i.d with zero mean and unit variance.
We assume that the channels are slowly fading, and also assume that the transmitter knows only channel state information
of the eavesdropper channel. For each realization of hj,; there is an achievable rate. Since the transmitter has no information
about the main channel and the channels are slowly fading, then the system is non-ergodic. Here, we are interested in the
average rate for various independent transmission blocks. The average shall be calculated over the distribution of h ;.

B. The Secret Multilevel Coding Approach

An equivalent broadcast channel for our channel is depicted in Fig. 8. where, the transmitter sends an infinite number of
secure layers of coded information. The receiver is equivalent to a continuum of ordered users. For each channel realization
h%, with the fading power gain s*, the information rate is R(s*). We drop the superscript k, and the realization of the fading
power random variable .S is denoted by s. Therefore, the transmitter views the main channel as a secure degraded Gaussian
broadcast channel with infinite an number of receivers. The result of the previous section for the two receivers can easily be
extended to an arbitrary number of users. According to theorem 3, the incremental differential secure rate is then given by

, +
e sp(s)ds \ 1 s p(s)ds



where p(s)ds is the transmit power of a layer parameterized by s, intended for receiver s. The log function may be discarded
according to the justifications of [37]. The function I(s) represents the interference noise of the receivers indexed by u > s
which cannot be canceled at receiver s. The interference at receiver s is therefore given by

16)= [ plwydu). (30)
The total transmitted power is the summation of the power assigned to the layers
(o)
P=10)= [ plud(w. G
0

The total achievable rate for a fading realization s is an integration of the incremental rates over all receivers, which can
successfully decode the respective layer

, +
up(u)du s p(u)du)] (32)

T+ul(u) 14s1(u

Our goal is to maximize the total average rate over all fading realizations with respect to the power distribution p(s) (or
equivalently, with respect to I(u), u > 0) under the power constraint of 31. The optimization problem may be written as

Rpyax= max /OO R(u) f(u)du, (33)
1(w) Jo

s.t
P=1(0) = / plu)d(u),

where f(u) is the probability distribution function (pdf) of the power gain S. Nothing that the cumulative distribution function
(cdf) is F(u) = [’ f(a)da, the optimization problem may be written as

Rinax= %rpg /O (1 = F(u))G(u)du, (34)

s.t
P=10) = [ plad(w).

’ +

where G(u) = [1+uul(u) - 1+sS/I(u)

p(u). Note that p(u) = —I (u). The functional of (34), therefore, may be written as

J(CC,I(.Z‘),I,(J})) =

’

x s
1+axl(z) 1451

+
~(1-F(x)) (x)] I'(x). (35)

The necessary condition for maximization of an integral of J over z is
d
dz

where J; means derivation of function J with respect to I, and similarly J;- is the derivation of J with respect to I " After
some manipulations, the optimum [ (x) is given by

Jp— —Jpy =0, (36)

1-F(z)—(z—s ) f ()
I(:c) = s'(1—F(x))+z(z—s") f(x)’
0, otherwise,

max{s/,xo} <z<ux;

where ¢ is determined by I(xz) = P, and 7 by I(z1) = 0.
As a special case, consider the Rayleigh flat fading channel. The random variable S is exponentially distributed with

fls)=¢e"7, F(s)=1—¢e"7%, s> 0. (37)

Substituting of f(s) and F'(s) into the optimum I(s) and taking the derivative with respect to the fading power s yields to
the following optimum transmitter power policy
dI { =720 +l)s—s ® max{s’, so} < s < s1;

_— (s2—s"s+5")2
ds 0, otherwise,



where s is the solution of the equation I(sg) = P, which is

_ —1+Ps + /P22 +2P(1 — 2P)s’ + 4P + 1
N 2P ’

50

and s is determined by I(s1) = 0, which is
s1=1+s.

VII. CONCLUSION

A generalization of the wire-tap channel in the case of two receivers and one eavesdropper was considered. We established an
inner bound for the general (non-degraded) case. This bound matches Marton’s bound on broadcast channels without security
constraint. Furthermore, we considered the scenario in which the channels are degraded. We established the perfect secrecy
capacity region for this case. The achievability coding scheme is a secret superposition scheme where randomization in the
first layer helps the secrecy of the second layer. The converse proof combines the converse proof for the degraded broadcast
channel without security constraint, and the perfect secrecy constraint. We proved that the secret superposition scheme with the
Gaussian codebook is optimal in AWGN-BCCs. The converse proof is based on the generalized entropy power inequality and
Csiszar lemma. Based on the rate characterization of the AWGN-BCCs, the broadcast strategy for the slowly fading wire-tap
channel were used. In this strategy the transmitter only knows the eavesdropper’s channel and the source node sends secure
layered coding. The receiver viewed as a continuum of ordered users. We derived optimum power allocation for the layers,
which maximizes the total average rate.
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